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Order in Council

At Wellington this 31st day of May 2004

Present:
Her Exellency the GovernorGeneral in Council

Pursuant to section 76 of the Maritime Security Act 2004, Her Ex
cellency the GovernorGeneral, acting on the advice and with the
consent of the Executive Council, makes the following regulations.

Note
Changes authorised by section 17C of the Acts and Regulations Publication Act 1989
have been made in this reprint.
A general outline of these changes is set out in the notes at the end of this reprint, together
with other explanatory material about this reprint.
These regulations are administered by the Ministry of Transport.
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Regulations
1 Title

These regulations are theMaritime Security Regulations 2004.

2 Commencement
(1) Regulations 5 to 22, 31 and 32, 43 and 44, and 58 to 62 come

into force on 1 July 2004.
(2) The rest of these regulations come into force on the day after

the date of their notification in the Gazette.

3 Interpretation
In these regulations, unless the context otherwise requires,Act
means the Maritime Security Act 2004.

4 Persons responsible for complying with requirements
imposed on ships

(1) The master of a ship is responsible for complying with a re
quirement imposed by these regulations that applies in relation
to the ship.

(2) If the ship is a New Zealand ship, the company is responsible
for ensuring the master of the ship complies with the require
ment.
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Part 1
Declaration of security

5 Declaration of security to be acknowledged
(1) The master or ship security officer must acknowledge every

requirement of, or request made by, any of the following per
sons for the ship to complete a declaration of security:
(a) the chief executive:
(b) the master or ship security officer of another ship:
(c) a port facility security officer.

(2) The port facility security officer must acknowledge every re
quirement of, or request made by, any of the following persons
for the port facility to complete a declaration of security:
(a) the chief executive:
(b) the master or ship security officer of a ship.
Compare: Code, Part A s 5.3

6 Persons who must complete declaration of security
(1) A declaration of security completed on behalf of a ship must

be completed by—
(a) the master; or
(b) the ship security officer; or
(c) a senior ship officer authorised by the master.

(2) A declaration of security completed on behalf of a port facility
must be completed by—
(a) the port facility security officer; or
(b) any other person designated by the port facility operator

as responsible for the security of that port facility.
Compare: Code, Part A s 5.4

7 Declaration of security to specify responsibility for
security requirements
A declaration of security must specify—
(a) the security requirements for which a ship and a port

facility, or a ship and another ship, as the case may re
quire, are separately responsible; and

(b) the security requirements that are to be shared be
tween—
(i) a ship and a port facility; or
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(ii) a ship and another ship; and
(c) the specific responsibilities (if any) that a ship and a

port facility, or a ship and another ship, as the case may
require, have in relation to the security requirements
that are to be shared; and

(d) the duration of the declaration of security.
Compare: Code, Part A s 5.5, Part B s 5.4.1

8 Minimum period for ships to keep declaration of security
Every New Zealand ship that has completed a declaration of
security must keep the declaration of security for the next 10
calls at a port facility.
Compare: Code, Part A s 5.7

9 Minimum period for port facilities to keep declaration
of security

(1) Every port facility that completes a declaration of security
must keep the declaration of security for a period of 12 months
after the date on which the duration of the declaration of se
curity has ended.

(2) A copy of all current declarations of security must be kept with
the port facility security plan.
Compare: Code, Part A s 5.6

Part 2
Ship security
Threats to ships

10 Threats to ships
If a risk of attack to a ship has been identified, the chief execu
tive must advise the master of the ship and the ship’s adminis
tration of—
(a) the current security level; and
(b) any security measures that may, in accordance with the

Act and these regulations, be put in place by the ship
concerned to protect itself from attack; and

(c) security measures that the chief executive has decided
to put in place as appropriate.

Compare: Annex to the Convention, Chapter XI2 r 7.3
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11 Reporting of security threats and security breaches
(1) A company must, without delay, report to the New Zealand

Police any act or circumstance that may threaten a ship’s se
curity.

(2) As soon as possible after complying with subclause (1), the
company must make a report in writing, giving a summary of
the activity or breach,—
(a) to the Designated Authority; and
(b) if the report relates to cargo or ship stores, to the New

Zealand Customs Service.

Ship security levels
12 Commencement level

Unless otherwise directed by the chief executive, every New
Zealand ship must operate at security level 1 from 1 July 2004
unless otherwise directed by—
(a) the chief executive; or
(b) a state that is a party to the Convention if that ship is in

a port within that state.

13 Chief executive to advise ship of certain matters when
specifying security level for ship
When specifying the security level for a ship, the chief execu
tive must advise the ship of—
(a) any security measures that it should take; and
(b) if appropriate, any security measures that have been

taken by the Designated Authority to provide protec
tion against any potential maritime security threat.

Compare: Code, Part A s 7.9.1

14 Security level 1
(1) At security level 1, a ship must carry out through appropriate

measures the following activities to identify and take preven
tive measures against security incidents:
(a) ensure the performance of all ship security duties:
(b) control access to the ship:
(c) control the embarkation of persons and their effects:
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(d) monitor restricted areas to ensure that only authorised
personnel have access:

(e) monitor deck areas and areas surrounding the ship:
(f) supervise the handling of cargo and ship stores:
(g) ensure that security communication is readily available.

(2) At security level 1, a ship must implement the security meas
ures and procedures for security level 1 as specified in its ap
proved ship security plan.
Compare: Code, Part A s 7.2

15 Security level 2
At security level 2, a ship must implement the additional pro
tective measures and procedures specified in its approved ship
security plan for each activity specified in regulation 14.
Compare: Code, Part A s 7.3

16 Security level 3
At security level 3, a ship must respond to and implement any
further specific protective measures and procedures specified
in its approved ship security plan for each activity specified in
regulation 14.
Compare: Code, Part A s 7.4

17 Specification for security level 2 or security level 3 to be
acknowledged
A ship whose security level is specified as, or is changed to, se
curity level 2 or security level 3 by the chief executive must—
(a) provide acknowledgment to the Designated Authority

of the security level specification; and
(b) respond, without undue delay, to the security level spe

cification.
Compare: Annex to the Convention, Chapter XI2 r 4.4; Code, Part A s 7.5

18 Additional responsibilities for ship with security level 2 or
security level 3

(1) Before entering a port, or while in a port, a ship whose security
level specification is security level 2 or security level 3 must—
(a) start implementing the appropriate measures and pro

cedures specified in the approved ship security plan (in
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cluding, in the case of a ship with a security level 3 spe
cification, the further protective measures specified by
the chief executive); and

(b) inform the port facility security officer that it has started
to implement the appropriate measures and procedures
referred to in paragraph (a).

(2) If a ship has any difficulties in implementing the appropriate
measures and procedures referred to in subclause (1)(a), the
master of the ship or a ship security officer must report, as soon
as practicable, those difficulties to the port facility security
officer.

(3) If the master of a ship or a ship security officer reports diffi
culties in implementing the appropriate measures and proced
ures referred to in subclause (1)(a) to the port facility security
officer, the ship security officer and the port facility security
officer must liaise about, and coordinate the appropriate re
sponse to, those difficulties.
Compare: Code, Part A s 7.6

19 Requirements for noncomplying ships
(1) Before conducting any shipport interface or entering a port

(whichever occurs first), a ship that is unable to comply with
the Act or these regulations, or to meet the requirements set
for its security level by the chief executive or by a State that is
a party to the Convention, must notify the port facility security
officer of that fact.

(2) If a ship has any difficulties in implementing the appropriate
measures and procedures for its security level, the ship must
report those difficulties to the port facility security officer.

(3) If a ship reports difficulties in implementing the appropriate
measures and procedures for its security level to the port facil
ity security officer, the ship security officer and the port facility
security officer must liaise about, and coordinate the appro
priate response to, those difficulties.
Compare: Annex to the Convention, Chapter XI2 r 4.5; Code, Part A s 7.6
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20 Notification of ship with security level 2 or security level 3
in port facility outside New Zealand
If the chief executive specifies the security level of a New
Zealand ship in a port facility of a State that is a party to the
Convention as security level 2 or security level 3, the chief ex
ecutive must, without undue delay, notify the government of
the State of that port facility accordingly.
Compare: Code, Part A s 7.8

21 Requirements for ship with higher security level than
port facility

(1) A ship whose security level specification is higher than the
level specified for the port facility that it is about to enter or has
already entered, must, without undue delay, advise the Des
ignated Authority and the port facility security officer of the
situation.

(2) If a situation described in subclause (1) occurs, the ship se
curity officer and the port facility security officer must liaise
about, and coordinate the response to, the situation.
Compare: Code, Part A ss 7.7, 7.7.1

22 Chief executive to advise ships to report certain
information
When the chief executive specifies a security level and pro
vides security level information to a ship that is either operat
ing within the territorial limits of New Zealand or has commu
nicated to the chief executive its intention to enter the territor
ial limits of New Zealand, the chief executive must advise the
master of the ship to report immediately to all the following
persons any information that comes to the master’s attention
that might affect maritime security in the area:
(a) the chief executive:
(b) the ship’s Administration.
Compare: Code, Part A s 7.9
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Ship security assessment
23 Ship security assessment
(1) A ship security assessment must include (but is not limited to)

the following:
(a) include an onscene survey:
(b) identify and evaluate key shipboard operations that re

quire protection:
(c) identify possible threats to those key shipboard oper

ations and the likelihood of their occurrence in order to
establish and prioritise security measures:

(d) identify existing security measures, procedures, and op
erations:

(e) identify weaknesses, including human factors, in the
infrastructure, policies, and procedures:

(f) address the following elements on board or within the
ship:
(i) physical security:
(ii) structural integrity:
(iii) personnel protection systems:
(iv) procedural policies:
(v) radio and telecommunication systems, including

computer systems and networks:
(vi) other areas that may, if damaged or used for il

licit observation, pose a risk to persons, property,
or operations on board the ship or within a port
facility.

(2) A ship security assessment must consider all possible threats,
including the following types of security incidents:
(a) damage to or destruction of the ship or an interfacing

port facility or ship by dangerous substances and de
vices, arson, sabotage, or vandalism:

(b) hijacking or seizure of the ship or of persons on board:
(c) tampering with cargo, essential ship equipment or sys

tems, or ship stores:
(d) unauthorised access to, or use of, the ship, cargo, essen

tial ship equipment or systems, or ship stores:
(e) smuggling dangerous substances and ship devices:
(f) use of the ship to carry persons intending to cause a

security incident:
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(g) use of a ship to carry equipment intended to cause a
security incident:

(h) use of the ship or its equipment as a weapon or as a
means to cause damage or destruction:

(i) attacks from seaward while at berth or at anchor:
(j) attacks while at sea:
(k) presence of stowaways.

(3) A ship security assessment must consider the persons, activ
ities, services, and operations that are important to protect, in
cluding (but not limited to)—
(a) ship personnel and port facility personnel:
(b) passengers, visitors, vendors, repair technicians, and

other persons working on ships or in port facilities:
(c) the capacity to maintain safe navigation and emergency

response:
(d) the cargo, particularly dangerous goods or hazardous

substances:
(e) ship stores:
(f) the ship security communications equipment and sys

tems (if any):
(g) the ship’s security surveillance equipment and systems

(if any).
(4) A ship security assessment must consider the continuing rele

vance of existing security measures and guidance, procedures
and operations, under both routine and emergency conditions.

(5) A ship security assessment must take into account all possible
vulnerabilities, including (but not limited to)—
(a) conflicts between safety and security measures:
(b) conflicts between shipboard duties and security assign

ments:
(c) watchkeeping duties, number of ship personnel, partic

ularly with implications for crew fatigue, alertness, and
performance:

(d) any identified security training deficiencies:
(e) any security equipment and systems, including commu

nications systems.
(6) The company must document, review, accept, and retain the

ship security assessment.
Compare: Code, Part A ss 8.4, 8.5, Part B, ss 8.3, 8.8–8.10
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24 Ship security assessment may be kept in electronic form
A ship security assessment may be kept in electronic form, in
which case the company must ensure that it is protected from
unauthorised deletion, destruction, amendment, disclosure, or
access.
Compare: Code, Part B s 4.1

25 Requirements of person conducting ship security
assessment
The company must ensure that the person who carries out the
ship security assessment has appropriate knowledge of the fol
lowing matters:
(a) current security threats and patterns:
(b) the recognition and detection of weapons, dangerous

substances, and devices:
(c) the recognition on a nondiscriminatory basis of char

acteristics and behavioural patterns of persons who are
likely to threaten security:

(d) the techniques used to circumvent security measures:
(e) the methods used to cause a security incident:
(f) the effects of explosives on ship structures and equip

ment:
(g) ship security:
(h) shipport interface business practices:
(i) contingency planning, emergency preparedness, and re

sponse:
(j) physical security:
(k) radio and telecommunications systems, including com

puter systems and networks:
(l) marine engineering:
(m) ship and port operations.
Compare: Code, Part B s 8.4

26 Onscene surveys of ships
The onscene survey must examine and evaluate existing ship
protective measures, procedures, and operations for—
(a) ensuring the performance of all security duties:
(b) monitoring restricted areas to ensure that access is only

granted to persons with appropriate authority:
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(c) controlling access to the ship, through the use of iden
tification systems or otherwise:

(d) monitoring of deck areas and areas surrounding the
ship:

(e) controlling the embarkation of persons and their effects
(including accompanied and unaccompanied baggage
and ship personnel personal effects):

(f) supervising the handling of cargo and the delivery of
ship stores:

(g) ensuring that ship security communications, informa
tion systems, and equipment are readily available.

Compare: Code, Part B s 8.14

Restricted areas
27 Restricted areas
(1) The ship security plan must identify the restricted areas to be

established on the ship, and specify—
(a) their extent; and
(b) the times of application; and
(c) the security measures to be taken to control access to

them; and
(d) the security measures to be taken to control activities

within them.
(2) The purposes of restricted areas are to—

(a) prevent unauthorised access; and
(b) protect passengers, ship personnel, and personnel from

port facilities or other agencies authorised to be on
board the ship; and

(c) protect securitysensitive areas within the ship; and
(d) protect cargo and ship stores from being tampered with.

(3) Restricted areas may include, as appropriate,—
(a) the navigation bridge, machinery spaces of category A,

and other control stations as defined in Chapter II2 of
the Annex to the Convention:

(b) spaces containing security and surveillance equipment
and systems and their controls, and lighting system con
trols:

(c) ventilation and airconditioning systems and other sim
ilar spaces:
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(d) spaces with access to tanks, pumps, or manifolds for
potable water:

(e) spaces containing dangerous goods or hazardous sub
stances:

(f) spaces containing cargo pumps and their controls:
(g) cargo spaces and spaces containing ship stores:
(h) crew accommodation:
(i) any other areas as determined by the company security

officer, through the ship security assessment, to which
access must be restricted to maintain the security of the
ship.

Compare: Code, Part B ss 9.18, 9.21

28 Security measures for restricted areas at security level 1
At security level 1, the ship security plan must establish the
security measures that apply to restricted areas, which may
include—
(a) locking of security access points:
(b) using surveillance equipment to monitor the areas:
(c) using guards or patrols:
(d) using automatic intrusiondetection devices to alert the

ship personnel of unauthorised access.
Compare: Code, Part B s 9.22

29 Security measures for restricted areas at security level 2
At security level 2,—
(a) the frequency and intensity of the monitoring of, and

control of access to, restricted areas must be increased
to ensure that only authorised persons have access; and

(b) the ship security plan must establish the additional se
curity measures that apply, which may include—
(i) establishing restricted areas adjacent to access

points:
(ii) continuously monitoring surveillance equip

ment:
(iii) dedicating additional personnel to guard and pa

trol restricted areas.
Compare: Code, Part B s 9.23
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30 Security measures for restricted areas at security level 3
At security level 3,—
(a) the ship must comply with the instructions issued by

those responding to the security incident or threat; and
(b) the ship security plan must detail the security measures

that could be taken by the ship, in close cooperation
with those responding and the port facility, which may
include—
(i) setting up of additional restricted areas on the

ship in proximity to the security incident, or the
believed location of the security threat, to which
access is denied:

(ii) searching of restricted areas as part of a search of
the ship.

Compare: Code, Part B s 9.24

Advice required of ships intending to enter ports
31 Appropriate ship security procedures

When a master provides advice under section 30(2)(e) of the
Act concerning whether or not appropriate ship security pro
cedures were maintained in any shiptoship activity during
the period of its last 10 calls at port, the master—
(a) must include in that advice the following matters (if

applicable):
(i) the measures taken while engaged in a shipto

ship activity with a ship that is registered in a
State that is not a party to the Convention:

(ii) the measures taken while engaged in a shipto
ship activity with a ship that is registered in a
State that is a party to the Convention but that is
not required to comply with any of the provisions
of the Act or these regulations, or Chapter XI2
of the Annex to the Convention and Part A of the
Code:

(iii) any persons or goods rescued at sea and that are
on board, including all known information about
the persons or goods; but
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(b) need not include in that advice the following matters
if they are already covered by the port facility security
plan:
(i) transfers of pilots:
(ii) transfers of customs, immigration, or security of

ficials:
(iii) bunkering:
(iv) lightering:
(v) loading of supplies:
(vi) unloading of waste by the ship within port facil

ities.
Compare: Code, Part B s 4.38

32 Other practical securityrelated matters
When a master provides advice under section 30(2)(f) of the
Act concerning any other practical securityrelated matters,
the master must include in that advice the following matters
(if applicable):
(a) information contained in the continuous synopsis

record:
(b) location of the ship at the time the report is made:
(c) expected time of arrival of the ship in port:
(d) crew list:
(e) general description of cargo aboard the ship:
(f) passenger list:
(g) information required to be carried under the Annex to

the Convention, Chapter XI2 regulation 5.
Compare: Code, Part B s 4.39

Ship security plan
33 Ship security plan approval

A company must submit—
(a) 1 copy of the ship security plan to the chief executive

for review and approval; and
(b) a letter certifying that the ship security plan complies

with the Act and these regulations.
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34 Chief executive to give notice where ship security plan
covers more than 1 ship
If the chief executive agrees that a ship security planmay cover
more than 1 ship, he or shemust give notice of the arrangement
to the International Maritime Organization.

35 Language used for ship security plan
(1) A ship security plan must be written in the working language

of the ship.
(2) Despite subclause (1), if the working language of the ship is

not English, French, or Spanish, a written translation of the
ship security plan into 1 of those languages must be included
with the ship security plan.
Compare: Code, Part A s 9.4

36 Matters to be included in ship security plan
(1) Without limiting the matters that a ship security plan may con

tain, a ship security plan must include the matters specified in
Schedule 1.

(2) Despite subclause (1), the chief executive may authorise the
company to keep the information on the ship’s security alert
system, set out in clauses (m) and (n) of Schedule 1, in a separ
ate document in a location on the ship known only to the mas
ter, the ship security officer, and any other senior shipboard
personnel that the company may designate for that purpose.
Compare: Code, Part A s 9.4

37 Confidential matters in ship security plan not to be
disclosed
The matters referred to in clauses (c), (e), (h), (i)(i), (j), (m),
(n), and (o) of Schedule 1 are confidential, and, except as pro
vided in section 32(3) and (4) of the Act, may not be inspected
by the chief executive.
Compare: Code, Part A s 9.8

20

http://www.legislation.govt.nz/pdfLink.aspx?id=DLM241825


Reprinted as at
1 August 2008 Maritime Security Regulations 2004 Part 2 r 41

38 Security assessment to accompany ship security plan
The following must, when submitted to the chief executive for
approval, be accompanied by the security assessment that is
the basis for the plan or amendments:
(a) a ship security plan; and
(b) any amendments to a previously approved ship security

plan.
Compare: Code, Part A s 9.3

39 Ship security plan may be kept in electronic form
A ship security plan may be kept in electronic form, in which
case the company must ensure that it is protected from un
authorised deletion, destruction, or amendment.
Compare: Code, Part A s 9.6

40 Ship security plan to be audited
(1) The company must ensure an audit of the ship security plan is

performed annually, beginning no later than 1 year from the
initial date of approval.

(2) The ship security plan must be audited if there is a change in
the ship’s ownership or operator, or if there have been modifi
cations to the ship, including but not limited to physical struc
ture, emergency response procedures, security measures, or
operations.

(3) An audit of the ship security plan as a result of modifications
to the ship may be limited to those sections of the ship security
plan affected by the vessel modifications.
Compare: Code, Part B s 9.53

41 Audits of ship security plan to be independent
(1) Company or ship personnel who conduct internal audits of the

security activities specified in the ship security plan or who
evaluate the implementation of the ship security plan must be
independent of the activities being audited.

(2) Subclause (1) does not apply if this is impracticable because
of the size and the nature of the company or the ship.
Compare: Code, Part A s 9.4.1
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Recognised security organisations
42 Competencies of recognised security organisations

Before the chief executive may authorise an organisation to be
a recognised security organisation under section 9(1)(j) of the
Act, the chief executive must ensure that the organisation—
(a) has appropriate expertise in relevant aspects of security;

and
(b) has appropriate knowledge of ship and port operations,

including knowledge of ship design and construction if
providing services in respect of ships and port design,
and construction if providing services in respect of port
facilities; and

(c) is competent to assess the likely security risks that could
occur during ship and port facility operations, including
the shipport interface and how to minimise those risks;
and

(d) is competent to maintain and improve the expertise of
the organisation’s personnel; and

(e) is competent to monitor the continuing trustworthiness
of the organisation’s personnel; and

(f) is competent to maintain appropriate measures to avoid
unauthorised disclosure of, or access to, securitysensi
tive material; and

(g) has appropriate knowledge of the Convention and the
Code as well as the relevant requirements of New
Zealand law and international law; and

(h) has appropriate knowledge of current security threats
and patterns; and

(i) is competent to recognise and detect weapons, danger
ous substances, and dangerous devices; and

(j) is competent to recognise characteristics and be
havioural patterns of persons who are likely to threaten
security; and

(k) has appropriate knowledge of techniques used to cir
cumvent security measures; and

(l) has appropriate knowledge of security and surveillance
equipment and systems and their operational limita
tions.

Compare: Code, Part B s 4.5
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Ship security alert system
43 Ships to have ship security alert system
(1) A ship constructed on or after 1 July 2004 must have a ship

security alert system.
(2) A passenger ship, including highspeed passenger craft, con

structed before 1 July 2004 must have a ship security alert sys
tem not later than the first survey of the radio installation after
1 July 2004.

(3) An oil tanker, chemical tanker, gas carrier, bulk carrier, or
cargo highspeed craft, of 500 gross tonnage or more, con
structed before 1 July 2004 must have a ship security alert sys
tem not later than the first survey of the radio installation after
1 July 2004.

(4) Cargo ships of 500 gross tonnage or more, other than those
specified in subclause (3) or mobile offshore drilling units,
constructed before 1 July 2004 must have a ship security alert
system not later than the first survey of the radio installation
after 1 July 2006.
Compare: Annex to the Convention, Chapter XI2 r 6.1

44 Requirements for ship security alert system
(1) A ship security alert system must—

(a) be capable of being activated from the navigation bridge
and at least 1 other location; and

(b) conform to performance standards that are not inferior
to those adopted by the International Maritime Organ
ization.

(2) A ship security alert system of a New Zealand ship, when acti
vated, must initiate and transmit a shiptoshore alert to a com
petent authority designated by the chief executive, which may
include the company, that—
(a) identifies the ship and its location; and
(b) indicates that the security of the ship is under threat or

is compromised; and
(c) continues the alert until deactivated or reset.

(3) A ship security alert system, when activated, must not—
(a) send the alert to any other ship; or
(b) raise any alarm on board the ship sending the alert.
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(4) The activation points of the ship security alert system must be
designed so as to prevent the inadvertent initiation of the alert.

(5) The requirement for a ship security alert systemmay bemet by
using the radio installation fitted in compliance with Chapter
IV of the Annex to the Convention as long as all the require
ments of this regulation are met.
Compare: Annex to the Convention, Chapter XI2 rr 6.2–6.5

Company security officer
45 Company security officer
(1) A person may be designated as the company security officer

for 1 or more ships if all the ships for which the company
security officer is responsible are clearly identified.

(2) A company may designate more than 1 person as company se
curity officer for a ship if the ship for which each company
security officer is responsible is clearly identified in the desig
nation.
Compare: Code, Part A s 11.1

46 Duties and responsibilities of company security officer
The duties and responsibilities of a company security officer
in relation to each ship for which he or she is responsible in
clude—
(a) advising the level of threats likely to be encountered

by the ship, using appropriate security assessments and
other relevant information; and

(b) ensuring that ship security assessments are carried out;
and

(c) ensuring the development, the submission for approval
and, after its approval, the implementation and main
tenance of the ship security plan; and

(d) ensuring that the ship security plan is modified, as ap
propriate, to correct deficiencies in the plan and satisfy
the security requirements of the ship; and

(e) arranging for internal audits and reviews of security ac
tivities; and

(f) arranging for the initial and subsequent verifications of
the ship by the chief executive; and
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(g) ensuring that deficiencies and nonconformities identi
fied during internal audits, periodic reviews, security in
spections, and verifications of compliance are promptly
addressed and dealt with; and

(h) enhancing security awareness and vigilance; and
(i) ensuring adequate training for personnel responsible for

the security of the ship; and
(j) ensuring effective communication and cooperation be

tween the ship security officer and the relevant port fa
cility security officer; and

(k) ensuring consistency between security requirements
and safety requirements; and

(l) ensuring that, if sistership or fleet security plans are
used, the plan for each ship reflects the shipspecific
information accurately; and

(m) ensuring that any alternative or equivalent arrange
ments approved for a ship or class of ships are imple
mented and maintained.

Compare: Code, Part A s 11.2

Ship security officer
47 Ship security officer
(1) The company must designate a ship security officer on each

ship.
(2) The duties and responsibilities of the ship security officer in

clude—
(a) undertaking regular security inspections of the ship to

ensure that appropriate security measures are main
tained; and

(b) maintaining and supervising the implementation of the
ship security plan, including any amendments to the
plan; and

(c) coordinating the security aspects of the handling of
cargo and ship stores with other shipboard personnel,
the relevant port facility security officer, and the New
Zealand Customs Service; and

(d) proposing modifications to the ship security plan; and
(e) reporting to the company security officer any deficien

cies and nonconformities identified during internal
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audits, periodic reviews, security inspections, and
verifications of compliance, and implementing any
corrective actions; and

(f) enhancing security awareness and vigilance on board;
and

(g) ensuring that adequate training has been provided to
shipboard personnel, as appropriate; and

(h) reporting all security incidents; and
(i) coordinating implementation of the ship security plan

with the company security officer and the relevant port
facility security officer; and

(j) ensuring that all security equipment is properly oper
ated, tested, calibrated, and maintained.

Compare: Code, Part A s 12

Training, drills, and exercises on ship security
48 Company security officer, ship security officer, and

shorebased personnel to have adequate knowledge and
training

(1) The company must ensure that the company security officer,
the ship security officer and appropriate shorebased personnel
have an adequate knowledge of, and relevant training in the
following ship security procedures (if applicable):
(a) security administration:
(b) the relevant international conventions, codes, and rec

ommendations:
(c) the relevant New Zealand and international legislation:
(d) the responsibilities and functions of relevant security

organisations:
(e) the methodology of ship security assessment:
(f) the methods of ship security surveys and inspections:
(g) ship and port operations and conditions:
(h) ship and port facility security measures:
(i) emergency preparedness and response and contingency

planning:
(j) the instruction techniques for security training and edu

cation, including security measures and procedures:
(k) the handling of sensitive securityrelated information

and securityrelated communications:
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(l) current security threats and patterns:
(m) the recognition and detection of weapons, dangerous

substances, and dangerous devices:
(n) the recognition, on a nondiscriminatory basis, of char

acteristics and behavioural patterns of people who are
likely to threaten security:

(o) the techniques used to circumvent security measures:
(p) security equipment and systems and their operational

limitations:
(q) the methods of conducting audits, inspection, control,

and monitoring:
(r) the methods of searches and nonintrusive inspections:
(s) security drills and exercises, including drills and exer

cises with port facilities:
(t) the assessment of security drills and exercises.

(2) The company must ensure that the ship security officer has
adequate knowledge of, and training in the following matters:
(a) the layout of the ship:
(b) the ship security plan and related procedures (including

scenariobased training on how to respond):
(c) crowd management and control techniques:
(d) operations of security equipment and systems:
(e) testing, calibrating, and, while at sea, maintaining se

curity equipment and systems.
(3) The company must ensure that—

(a) the company security officer has completed the standard
International Maritime Organization course for com
pany security officers; and

(b) the ship security officer has completed the standard
International Maritime Organization course for ship
security officers.

Compare: Code, Part A ss 13.1, 13.2, Part B ss 13.1, 13.2

49 Shipboard personnel to have adequate knowledge and
training

(1) The company must ensure that shipboard personnel who have
specific security duties and responsibilities—
(a) understand their responsibilities for ship security as de

scribed in the ship security plan; and
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(b) have an adequate knowledge of, and ability to perform,
their assigned security duties, including the following if
they are applicable:
(i) current security threats and patterns:
(ii) the recognition and detection of weapons, dan

gerous substances, and dangerous devices:
(iii) the recognition, on a nondiscriminatory basis, of

characteristics and behavioural patterns of people
who are likely to threaten security:

(iv) the techniques used to circumvent security meas
ures:

(v) crowd management and control techniques:
(vi) securityrelated communications:
(vii) emergency procedures and contingency plans:
(viii) the operation of security equipment and systems:
(ix) testing, calibrating, and, while at sea, maintain

ing security equipment and systems:
(x) inspection, control, and monitoring techniques:
(xi) the methods of searches and nonintrusive in

spections.
(2) The company must ensure that all shipboard personnel who

are not covered by subclause (1) have an adequate knowledge
of, and are familiar with, the relevant provisions of the ship
security plans, including—
(a) the meaning and requirements of security level 1, secur

ity level 2, and security level 3; and
(b) emergency procedures and contingency plans; and
(c) the recognition and detection of weapons, dangerous

substances, and dangerous devices; and
(d) the recognition, on a nondiscriminatory basis, of char

acteristics and behavioural patterns of people who are
likely to threaten security; and

(e) the techniques used to circumvent security measures.
Compare: Code, Part A s 13.3, Part B ss 13.3, 13.4

50 Company to carry out drills
(1) Taking into account the ship type, ship personnel changes, port

facilities to be visited, and other relevant factors, the company
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must ensure the effective implementation of the ship security
plan by carrying out drills at least every 3 months.

(2) If, as a result of a change in shipboard personnel, more than
25% of the shipboard personnel have not participated within
the previous 3 months in an exercise or drill on that ship, a drill
must be conducted within 1 week of the change in shipboard
personnel.

(3) The drills referred to in subclause (2) must test the separate
elements of the ship security plan and cover all possible threats
to the security of the ship, including, but not limited to, the
following types of security incidents:
(a) damage to or destruction of the ship or an interfacing

port facility or ship by dangerous substances and de
vices, arson, sabotage, or vandalism:

(b) hijacking or seizure of the ship or of persons on board:
(c) tampering with cargo, essential ship equipment or sys

tems, or ship stores:
(d) unauthorised access to, or use of, the ship, cargo, essen

tial ship equipment or systems, or ship stores:
(e) smuggling dangerous substances and ship devices:
(f) use of the ship to carry persons intending to cause a

security incident:
(g) use of a ship to carry equipment intended to cause a

security incident:
(h) use of the ship or its equipment as a weapon or as a

means to cause damage or destruction:
(i) attacks from seaward while at berth or at anchor:
(j) attacks while at sea:
(k) presence of stowaways.
Compare: Code, Part A s 13.4, Part B ss 8.9, 13.6

51 Company to facilitate exercises
(1) A company must, at least once every calender year (with no

more than 18 months between the exercises), facilitate the
holding of exercises that test communication, coordination,
resource availability, and response.

(2) The exercises may involve—
(a) representatives of the Designated Authority; and
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(b) representatives of the chief executives of the organisa
tions listed in section 59(1)(a)(ii) of the Act; and

(c) the company security officer; and
(d) depending on the security and work implications for the

New Zealand ships to which the Act applies, the ship
security officer; and

(e) depending on the security and work implications for the
port facility, the port facility security officer.

(3) The exercises may be—
(a) full scale or live, or both; or
(b) tabletop simulations or seminars, or both; or
(c) combined with other exercises held, such as emergency

response or other exercises involving state and port au
thorities.

(4) The chief executive may direct that the requirements of sub
clauses (1) to (3) may alternatively be satisfied by—
(a) participation of company staff in an emergency re

sponse or crisis management exercise conducted by
another government agency or private sector entity,
provided that the exercise addresses components of the
ship security plan; or

(b) an actual increase in security level; or
(c) implementation of enhanced security measures enumer

ated in the ship security plan during periods of critical
port operations or special events; or

(d) participation of company staff in an exercise with an
other contracting government.

Compare: Code, Part B ss 13.7, 13.8

52 Company security officer to participate in exercises and
drills
The company security officer must, taking into account the
guidance given in Part B of the Code, ensure the effective
coordination and implementation of ship security plans by
participating in drills and exercises under regulations 50 and
51 at appropriate intervals.
Compare: Code, Part A s 13.5
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Ship security records
53 Ship security records
(1) The master and the company must ensure that records of the

following matters included in the ship security plan (ship se
curity records) are kept on board the ship that cover, at least,
the last 10 calls at a port facility:
(a) training, drills, and exercises:
(b) security threats and security incidents:
(c) breaches of security:
(d) changes in security level:
(e) communications relating to the direct security of the

ship such as specific threats to the ship or to port fa
cilities the ship is, or has been, in:

(f) internal audits and reviews of security activities:
(g) periodic review of the ship security assessment:
(h) periodic review of the ship security plan:
(i) implementation of any amendments to the plan:
(j) maintenance, calibration, and testing of any security

equipment provided on board, including testing of the
ship security alert system.

(2) A master of a ship and its company must ensure that the ship
has available on board, at all times, information through which
a person authorised by the chief executive or officers duly au
thorised by the Designated Authorities of other parties to the
Convention may establish—
(a) who is responsible for appointing the members of the

crew or other persons currently employed or engaged
on board the ship in any capacity on the business of that
ship; and

(b) who is responsible for deciding the employment of the
ship; and

(c) if the ship is employed under terms of a charter party,
who are the parties to that charter party.

Compare: Annex to the Convention, Chapter XI2 r 5; Code, Part A s 10.1

54 Language used for ship security records
(1) All ship security records must be written in the working lan

guage of the ship.
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(2) Despite subclause (1), if the working language of the ship is
not English, French, or Spanish, a written translation of the
ship security records into 1 of those languages must be in
cluded with the ship security records.
Compare: Code, Part A s 10.2

55 Ship security records may be kept in electronic form
Ship security records may be kept in electronic form, in which
case they must be protected from unauthorised deletion, de
struction, or amendment.
Compare: Code, Part A s 10.3

56 Access to or disclosure of ship security records
The master and the company must ensure that all ship security
records are—
(a) available to the chief executive and to officers duly au

thorised by the Designated Authorities of other parties
to the Convention to verify that the provisions of the
ship security plan are being implemented; and

(b) protected from unauthorised access or disclosure.
Compare: Code, Part A s 10.4, Part B s 10.1

Communication
57 Communication
(1) A company must ensure that effective means are available to

notify personnel of changes in security conditions on board the
ship.

(2) A company must ensure that there are effective communica
tions systems and procedures to permit continuous communi
cation between the ship security personnel, port facilities in
terfacing with the ship, ships interfacing with the ship, and
national or local authorities with security responsibilities.

(3) Communications systems and procedures must enable ship
personnel to notify, in a timely manner, the port facility op
erator or other ships of a security threat or incident on board.
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Control measures
58 Clear grounds for imposing control measures

For the purposes of section 31(1) of the Act, the chief execu
tive has clear grounds to believe that a ship is not in compli
ance with the requirements of the Act if the chief executive
has reasonable grounds for believing that—
(a) the certificate that is produced when required under sec

tion 29 of the Act is not valid:
(b) serious deficiencies exist in the ship’s security equip

ment, documentation, or arrangements required by the
Act or these regulations:

(c) the ship does not comply with the requirements of the
Act or these regulations:

(d) the master or the ship personnel are not familiar with
essential shipboard security procedures or cannot carry
out drills related to the security of the ship or that such
procedures or drills have not been carried out:

(e) key ship personnel are not able to establish proper com
munications with any other key ship personnel with se
curity responsibilities on board the ship:

(f) the ship—
(i) has embarked persons or loaded stores or goods

at a port facility or from another ship where either
the port facility or the other ship is in breach of
the Act or these regulations; and

(ii) has not completed a declaration of security, or
taken appropriate, special, or additional security
measures, or maintained appropriate ship secur
ity procedures:

(g) the ship—
(i) has embarked persons, or loaded stores or goods

at a port facility or from another source where
either the port facility or the other source is not
required to comply with the Act or these regula
tions; and

(ii) has not taken appropriate, special, or additional
security measures, or has not maintained appro
priate security procedures:
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(h) if the ship holds a later, consecutively issued interim
certificate, the interim certificate was requested to avoid
full compliance with the Act or these regulations be
yond the period that the interim certificate is valid.

Compare: Code, Part B ss 4.32, 4.33

Part 3
Port facility security
Port facility security levels

59 Commencement level
Unless otherwise directed by the chief executive, every port
facility shall operate at security level 1 from 1 July 2004.

60 Security level 1
(1) At security level 1, a port facility operator must carry out

through appropriate measures the following activities to iden
tify and take preventive measures against security incidents:
(a) ensure the performance of all port facility security du

ties; and
(b) control access to the port facility; and
(c) monitor the port facility, including anchoring and

berthing areas; and
(d) monitor restricted areas to ensure that access is only

granted to persons with appropriate authority; and
(e) supervise the handling of cargo; and
(f) supervise the handling of ship stores; and
(g) ensure that security communications are readily avail

able.
(2) At security level 1, a port facility operator must implement

the security measures for security level 1 as specified in their
approved port facility security plan.
Compare: Code, Part A s 14.2

61 Security level 2
At security level 2, the additional measures specified in the
port facility security plan must be implemented for each activ
ity specified in regulation 60.
Compare: Code, Part A s 14.3
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62 Security level 3
At security level 3,—
(a) the further specific measures specified in the port facil

ity security plan must be implemented for each activity
specified in regulation 60; and

(b) port facilities must respond to and implement immedi
ately any security instructions given by the chief execu
tive.

Compare: Code, Part A ss 14.4, 14.4.1

Port facility security assessment
63 Port facility security assessment
(1) Every person who carries out a port facility security assess

ment must have the appropriate skills or qualifications to eval
uate the security of the port facility.

(2) Without limiting the matters that a port facility security assess
ment may include, a port facility security assessment must—
(a) identify and evaluate assets and infrastructure that need

protecting; and
(b) identify possible threats to those assets and infrastruc

ture and the likelihood of their occurrence in order to
establish and prioritise security measures; and

(c) identify, select, and prioritise countermeasures and pro
cedural changes and their level of effectiveness in re
ducing vulnerability; and

(d) identify weaknesses, including human factors, in the
infrastructure, policies, and procedures.

Compare: Code, Part A ss 15.3, 15.5

Port facility security plan
64 Port facility security plan approval

A port operator must submit—
(a) 1 copy of their port facility security plan to the chief

executive for review and approval; and
(b) a letter certifying that the port facility security plan

complies with the Act and these regulations.
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65 Chief executive to give notice where port facility security
plan covers more than 1 port facility
If the chief executive agrees that a port facility security plan
may cover more than 1 port facility, he or she must give notice
of the arrangement to the InternationalMaritimeOrganization.
Compare: Code, Part A s 16.9

66 Language used for port facility security plan
A port facility security plan must be written in English.
Compare: Code, Part A s 16.3

67 Matters to be included in port facility security plan
Without limiting the matters that a port facility security plan
may contain, a port facility security plan must include the mat
ters specified in Schedule 2.
Compare: Code, Part A ss 16.1, 16.3

68 When port facility security plan may be kept in electronic
form
A port facility security plan may be kept in electronic form,
in which case it must be protected from unauthorised deletion,
destruction, or amendment.
Compare: Code, Part A s 16.7

69 Port facility security plan to be audited
(1) A port facility operator must ensure an audit of the port facility

security plan is performed annually, beginning no later than 1
year from the initial date of approval by the chief executive.

(2) The port facility security plan must be audited if there is a
change in the facility’s ownership or operator, or if there have
been modifications to the facility, including but not limited to
physical structure, emergency response procedures, security
measures, or operations.

(3) An audit of the port facility security plan as a result of modifi
cations to the port facility may be limited to those sections of
the port facility security plan affected by the modifications.
Compare: Code, Part A s 16.3.13, Part B ss 16.3.5, 16.58, 16.59
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70 Audits of port facility security plan to be independent
(1) Port facility personnel who conduct internal audits of the se

curity activities specified in the port facility security plan or
who evaluate the implementation of the port facility security
plan must be independent of the activities being audited.

(2) Subclause (1) does not apply if the requirement to be inde
pendent is impracticable due to the size and the nature of the
port facility.
Compare: Code, Part A s 16.4

Port facility security officer
71 Port facility security officer
(1) A port facility operator must designate a port facility security

officer for each port facility.
(2) A person may be designated as the port facility security officer

for 1 or more port facilities if the port facilities for which the
port facility security officer is responsible are clearly identi
fied.

(3) A port facility operator must ensure that a port facility security
officer is given the necessary support to fulfil his or her duties
and responsibilities under these regulations.
Compare: Code, Part A ss 17.1, 17.3

72 Duties and responsibilities of port facility security officer
The duties and responsibilities of a port facility security officer
include—
(a) conducting an initial comprehensive security survey of

the port facility, taking into account the relevant port
facility security assessment; and

(b) ensuring the development and maintenance of the port
facility security plan; and

(c) implementing and exercising the port facility security
plan; and

(d) undertaking regular security inspections of the port fa
cility to ensure the continuation of appropriate security
measures; and

(e) recommending and incorporating, as appropriate, modi
fications to the port facility security plan in order to cor
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rect deficiencies and to update the plan to take into ac
count relevant changes to the port facility; and

(f) enhancing security awareness and vigilance of the port
facility personnel; and

(g) ensuring adequate training has been provided to person
nel responsible for the security of the port facility; and

(h) reporting to the relevant authorities and maintaining
records of occurrences that threaten the security of the
port facility; and

(i) coordinating implementation of the port facility secur
ity plan with the appropriate company and ship security
officer; and

(j) coordinatingwith security services, as appropriate; and
(k) ensuring that standards for personnel responsible for se

curity of the port facility are met; and
(l) ensuring that security equipment is properly operated,

tested, calibrated, and maintained; and
(m) when requested, assisting a ship security officer to iden

tify persons who seek to board the ship.
Compare: Code, Part A s 17.2

Training, drills, and exercises on port facility
security

73 Port facility security officer to have adequate knowledge
and training

(1) The port facility operator must ensure that the port facility se
curity officer has an adequate knowledge of, and relevant train
ing in the following matters relating to port facility security if
they are applicable:
(a) security administration:
(b) the relevant international conventions, codes, and rec

ommendations:
(c) the relevant New Zealand legislation:
(d) the responsibilities and functions of other security or

ganisations:
(e) the methodology of port facility security assessment:
(f) the methods of ship and port facility security surveys

and inspections:
(g) ship and port operations and conditions:
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(h) ship and port facility security measures:
(i) emergency preparedness and response and contingency

planning:
(j) the instruction techniques for security training and edu

cation, including security measures and procedures:
(k) the handling of sensitive securityrelated information

and securityrelated communications:
(l) current security threats and patterns:
(m) the recognition and detection of weapons, dangerous

substances, and dangerous devices:
(n) the recognition, on a nondiscriminatory basis, of char

acteristics and behavioural patterns of people who are
likely to threaten security:

(o) the techniques used to circumvent security measures:
(p) security equipment and systems, and their operational

limitations:
(q) the methods of conducting audits, inspection, control,

and monitoring:
(r) the methods of searches and nonintrusive inspections:
(s) security drills and exercises, including drills and exer

cises with ships:
(t) the assessment of security drills and exercises.

(2) The port facility operator must ensure that the port facility se
curity officer has completed the standard International Mari
time Organization course for port security facility officers.
Compare: Code, Part A s 18.1, Part B s 18.1

74 Port facility personnel with duties and responsibilities
for port facility security to have adequate knowledge and
training
The port facility operator must ensure that port facility per
sonnel who have duties and responsibilities for port facility
security, as described in the port facility security plan,—
(a) understand those duties and responsibilities; and
(b) have the ability to perform those duties and responsibil

ities; and
(c) have an adequate knowledge of, and receive appropriate

training in the following matters relating to port facility
security (if applicable):
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(i) current security threats and patterns:
(ii) the recognition and detection of weapons, dan

gerous substances, and devices:
(iii) the recognition, on a nondiscriminatory basis, of

characteristics and behavioural patterns of people
who are likely to threaten security:

(iv) the techniques used to circumvent security meas
ures:

(v) crowd management and control techniques:
(vi) securityrelated communications:
(vii) the operation of security equipment and systems:
(viii) testing, calibrating, and maintaining security

equipment and systems:
(ix) inspection, control, and monitoring techniques:
(x) the methods of searches and nonintrusive in

spections.
Compare: Code, Part A s 18.2, Part B s 18.2

75 Port facility personnel not involved in port facility
security to be familiar with port facility security plan
The port facility operator must ensure that port facility person
nel who do not have duties or responsibilities for port facility
security, as described in the port facility security plan, are fa
miliar with the following matters:
(a) the meaning and the requirements of security level 1,

security level 2, and security level 3:
(b) the recognition and detection of weapons, dangerous

substances, and dangerous devices:
(c) the recognition, on a nondiscriminatory basis, of the

characteristics and behavioural patterns of people who
are likely to threaten security:

(d) the techniques used to circumvent security measures.
Compare: Code, Part B s 18.3

76 Port facility operator to carry out drills
(1) Taking into account the types of operation of the port facility,

port facility personnel changes, the type of ship the port facility
is serving, and other relevant factors, the port facility operator
must ensure the effective implementation of the port facility

40



Reprinted as at
1 August 2008 Maritime Security Regulations 2004 Part 3 r 77

security plan by carrying out, at least every 3 months, drills
that test the separate elements of the port facility security plan.

(2) The drills referred to in subclause (1) must test the separate
elements of the port facility security plan and cover all possible
threats to the security of the port facility, including, but not
limited to, the following types of security incidents:
(a) damage to, or destruction of, the ship or of a port facility

(for example, by explosive devices, arson, sabotage, or
vandalism):

(b) hijacking or seizure of the ship or of persons on board:
(c) tampering with the cargo, essential ship equipment or

systems, or ship stores:
(d) unauthorised access or use, including presence of stow

aways:
(e) smuggling weapons or equipment, including weapons

of mass destruction:
(f) use of the ship to carry those persons who intend to

cause a security incident and their equipment:
(g) use of the ship itself as a weapon or as a means to cause

damage or destruction:
(h) blockage of port entrances, locks, approaches, etc:
(i) nuclear, biological, and chemical attack.
Compare: Code, Part A s 18.3, Part B s 18.5

77 Port facility operator to facilitate exercises
(1) The port facility operator must, at least once every calender

year (with no more than 18 months between the exercises),
facilitate exercises that test communication, coordination, re
source availability, and response.

(2) The exercises may involve—
(a) representatives of the Designated Authority; and
(b) representatives of the chief executives of the organisa

tions listed in section 59(1)(a)(ii) of the Act; and
(c) the port facility security officer; and
(d) depending on the security and work implications for

the New Zealand ships to which the Act applies, the
company security officer; and
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(e) depending on the security and work implications for the
New Zealand ships to which the Act applies, the ship
security officer.

(3) The exercises may be—
(a) full scale or live, or both; or
(b) tabletop simulations or seminars, or both; or
(c) combined with other exercises held, such as emergency

response or other exercises involving the Designated
Authority.

(4) The chief executive may direct that the requirements of sub
clauses (1) to (3) may alternatively be satisfied by—
(a) participation of the port facility security staff and ap

propriate port stakeholders in an emergency response or
crisis management exercise conducted by another gov
ernment agency or private sector entity, provided that
the exercise addresses components of the port facility
security plan; or

(b) an actual increase in security level; or
(c) implementation of enhanced security measures enumer

ated in the port facility security plan during periods of
critical port operations or special events.

(5) Port security drills and exercises must test the proficiency of
port facility personnel in assigned security duties at all secur
ity levels and the effective implementation of the port facility
security plan. They must enable the port facility security offi
cer to identify any related security deficiencies that need to be
addressed.
Compare: Code, Part B ss 18.4, 18.6

78 Port facility security officer to participate in exercises
and drills
The port facility security officer must ensure the effective
coordination and implementation of the port facility security
plan by participating in drills and exercises under regulations
76 and 77.
Compare: Code, Part A s 18.4
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Port security identification
79 Port security identification
(1) For the purpose of controlling access to ships, port facilities,

and port security areas, the following credentials are accept
able for the purpose of establishing identity:
(a) a military identification card:
(b) an identification card issued by a New Zealand gov

ernment department, government agency, or the New
Zealand Defence Force:

(c) a driver’s licence issued by the New Zealand Transport
Agency:

(d) a seafarer’s identity document issued by a contracting
government or flag state administration:

(e) a valid passport:
(f) an identification credential issued by a port facility op

erator:
(g) an identification credential issued by a recognised com

pany, union, or trade association:
(h) other forms of identification approved by the chief ex

ecutive.
(2) Despite subclause (1), the identification listed in subclause (1)

is only acceptable if it contains—
(a) the holder’s full name; and
(b) the holder’s photograph; and
(c) the name of the issuing authority.

(3) The identification must be protected against being tampered
with (for example, be laminated).
Regulation 79(1)(c): amended, on 1 August 2008, by section 50(2) of the Land
Transport Management Amendment Act 2008 (2008 No 47).

80 Signs
(1) A port facility operator must, if and as directed by the chief

executive, affix signs at the perimeter of the port security area.
(2) The sign or signs must identify the portion of the port that is

designated as port security area.
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Part 4
Verification and certification for ships

Verifications for ships
81 Verifications for ships
(1) Every New Zealand ship must have—

(a) an initial verification before the ship is put in service or
before the International Ship Security Certificate (cer
tificate) is first issued; and

(b) a renewal verification at intervals specified by the chief
executive, which must not exceed 5 years, unless other
wise provided by these regulations; and

(c) at least 1 intermediate verification; and
(d) any additional verifications as determined by the chief

executive.
(2) The chief executive must carry out all verifications for ships.
(3) The chief executive must ensure the completeness and effi

ciency of every verification for a ship.
(4) The company and master of a ship must ensure that, after its

verification, the ship’s security system (including any associ
ated security equipment)—
(a) is maintained in accordance with the Act, these regula

tions, and the approved ship security plan; and
(b) is not altered without the approval of the chief execu

tive.
Compare: Code, Part A s 19.1

82 Initial verification
An initial verification for a New Zealand ship must—
(a) include a complete verification of the ship’s security

system (including any associated security equipment);
and

(b) ensure that the ship’s security system (including any
associated security equipment) fully complies with the
Act, these regulations, and the approved ship security
plan; and
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(c) ensure that the security system (including any associ
ated security equipment) is in a satisfactory condition
and is fit for the service for which the ship is intended.

Compare: Code, Part A s 19.1.1.1

83 Renewal verification
A renewal verification for a NewZealand shipmust ensure that
the ship’s security system (including any associated security
equipment)—
(a) fully complies with the Act, these regulations, and the

approved ship security plan; and
(b) is in a satisfactory condition and is fit for the service for

which the ship is intended.
Compare: Code, Part A s 19.1.1.2

84 Intermediate verification
(1) If only 1 intermediate verification is carried out, the verifica

tion must take place between the second and third anniversary
date of the certificate.

(2) The intermediate verification must include an inspection of
the ship’s security system (including any associated security
equipment) to ensure that it remains satisfactory for the service
for which the ship is intended.

(3) The intermediate verification must be endorsed on the certifi
cate.
Compare: Code, Part A s 19.1.1.3

International Ship Security Certificate
85 Issue of certificate
(1) The chief executive may issue a certificate for a New Zealand

ship after an initial verification is completed for the ship.
(2) The chief executive may issue a new certificate or endorse

an existing certificate for a ship after a renewal verification
is completed for the ship.
Compare: Code, Part A s 19.2
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Duration and validity of certificate
86 Duration of certificate
(1) A certificate may be issued for the period specified by the chief

executive, which must not exceed 5 years.
(2) If a certificate is issued for a period of less than 5 years, the

chief executive may extend the validity of the certificate be
yond the expiry date to the maximum 5year period.

(3) Subclause (2) applies only if the verifications that are required
when a certificate is issued for a period of 5 years are carried
out.
Compare: Code, Part A ss 19.3.1, 19.3.3

87 Validity of certificate for renewal verification
(1) If a renewal verification is completed within 3 months before

the expiry date of the existing certificate, the new certificate is
valid from the date of completion of the renewal verification
to a date not exceeding 5 years from the date of expiry of the
existing certificate.

(2) If a renewal verification is completed more than 3 months be
fore the expiry date of the existing certificate, the new certifi
cate is valid from the date of completion of the renewal veri
fication to a date not exceeding 5 years from the date of com
pletion of the renewal verification.

(3) If a renewal verification is completed after the expiry date of
the existing certificate, the new certificate is valid from the date
of completion of the renewal verification to a date not exceed
ing 5 years from the date of expiry of the existing certificate.

(4) If a renewal verification has been completed and a new certifi
cate cannot be issued or placed on board the ship before the
expiry date of the existing certificate, the chief executive may
endorse the existing certificate.

(5) If the chief executive endorses an existing certificate under
subclause (4), the existing certificate is valid for a further
period, which must not exceed 5 months from the expiry date
of that certificate.
Compare: Code, Part A ss 19.3.2, 19.3.4

46



Reprinted as at
1 August 2008 Maritime Security Regulations 2004 Part 4 r 90

88 Validity of certificate for intermediate verification
If an intermediate verification is completed before the period
specified in regulation 81(1),—
(a) the expiry date shown on the certificate must be

amended by endorsement to a date that must not be
more than 3 years after the date on which the inter
mediate verification was completed; but

(b) the expiry date may remain unchanged if 1 or more ad
ditional verifications are carried out so that the maxi
mum 5year interval between the verifications is not ex
ceeded.

Compare: Code, Part A s 19.3.7

89 Extension of certificate when ship not in port for
verification

(1) If a ship’s certificate expires and the ship is not in a port for
verification, the company must apply to the chief executive for
an extension.

(2) The chief executive may grant an extension, which must not
exceed 3 months.

(3) The chief executive may grant an extension under subclause
(2) only—
(a) for the purpose of allowing the ship to complete its voy

age to the port in which it is to be verified; and
(b) if the chief executive considers that it is proper and rea

sonable to do so.
(4) A ship that is granted an extension must not leave the port in

which it is to be verified without a new certificate.
(5) A new certificate issued to a ship that has been granted an ex

tension under this regulation is valid for a period not exceeding
5 years from the expiry date of the existing certificate (exclud
ing the extended period).
Compare: Code, Part A s 19.3.5

90 Extension of certificate for ships engaged on short voyages
(1) A certificate issued to a ship engaged on short voyages that

has not already been extended under these regulations may be
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extended by the chief executive for a period not exceeding 1
month from the date of expiry of the certificate.

(2) Anew certificate issued to a ship that has been granted an ex
tension under this regulation is valid for a period not exceeding
5 years from the date of expiry of the existing certificate (ex
cluding the extended period).
Compare: Code, Part A s 19.3.6

91 When certificate ceases to be valid
A certificate ceases to be valid—
(a) if the relevant verifications are not completed within the

periods specified in these regulations; and
(b) if the certificate is not endorsed in accordancewith these

regulations; and
(c) when a company assumes the responsibility for the op

eration of a ship not previously operated by that com
pany; and

(d) on transfer of the ship to another State that is a party to
the Convention.

Compare: Code, Part A s 19.3.8

Interim International Ship Security Certificate
92 Issue of interim certificate

The chief executive may issue an interim International Ship
Security Certificate (interim certificate) in the following
cases:
(a) in the case of a ship without a certificate, on delivery or

before its entry or reentry into service:
(b) in the case of a transfer of a New Zealand ship to a State

that is a party to the Convention:
(c) in the case of a transfer of a ship from a State that is a

party to the Convention to New Zealand owners:
(d) when a company assumes the responsibility for the op

eration of a ship not previously operated by that com
pany.

Compare: Code, Part A ss 19.4.1, 19.4.3
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93 Requirements before issuing interim certificates
The chief executive must, before issuing an interim certificate,
verify that—
(a) the ship security assessment has been completed in ac

cordance with the Act and these regulations; and
(b) a copy of the ship security plan is on board the ship, has

been submitted for review and approval, and is being
implemented on the ship; and

(c) the ship has a ship security alert system that complies
with the Act and these regulations; and

(d) the company security officer has made arrangements for
carrying out an initial verification, and is satisfied that
the ship will successfully complete the verification re
quired under regulation 81(1)(a) within 6 months; and

(e) the master, the ship’s security officer, and the ship’s
other personnel who have security duties,—
(i) are familiar with their duties and responsibilities,

andwith the relevant provisions of the ship secur
ity plan; and

(ii) have been provided that information in languages
understood by them; and

(f) the ship security officer meets the requirements of these
regulations.

Compare: Code, Part A s 19.4.2

94 Duration and validity of interim certificate
(1) An interim certificate is valid for 6 months or until the certifi

cate under regulation 85 is issued (whichever first occurs).
(2) An interim certificate may not be extended.

Compare: Code, Part A s 19.4.4

95 Restrictions on issue of further interim certificate
The chief executive may not issue another interim certificate
for a ship after the interim certificate for that ship has expired
if the chief executive considers that a purpose of the interim
certificate is for the ship or company to avoid complying with
the Act or these regulations.
Compare: Code, Part A s 19.4.5
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96 Requirements before accepting validity of interim
certificate
The chief executive must, before issuing an interim certificate,
ensure that all the requirements of regulation 93(b), (d), and
(e) have been met.
Compare: Code, Part A s 19.4.6

Schedule 1 rr 36, 37

Matters to be included in ship security
plan

The following matters must be included in a ship security plan:
(a) the identification, and 24hour contact details, of the company

security officer responsible for the ship; and
(b) the identification of the ship security officer; and
(c) a description of the duties of shipboard personnel assigned se

curity responsibilities and of other shipboard personnel on se
curity aspects; and

(d) a clear statement on the authority of the master, including the
master’s overriding authority and responsibility to—
(i) make decisions concerning the safety and security of the

ship; and
(ii) request the assistance of the company or the Designated

Authority of any party to the Convention, as may be
necessary; and

(e) the procedures for responding to any security instructions
given at security level 3 by the chief executive or the Desig
nated Authority of any party to the Convention; and

(f) the procedures for interfacing with port facility security activ
ities; and

(g) the measures designed to prevent the unauthorised taking on
board a ship of—
(i) a firearm, or any other dangerous or offensive weapon

or instrument of any kind; or
(ii) any ammunition; or
(iii) an explosive, incendiary, biological, or chemical sub

stance or device, or any other injurious substance or
device of any kind, that could be used to endanger the
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safety of the ship, persons on board the ship, the port
security area, or persons in the port security area; and

(h) the identification of all restricted areas; and
(i) the measures to prevent unauthorised access to—

(i) the restricted areas; and
(ii) the ship; and

(j) the procedures for responding to security threats or breaches
of security, including a description of how critical operations
of the ship or shipport interface will be maintained; and

(k) the evacuation procedures in case of security threats or
breaches of security; and

(l) the procedures for reporting security incidents; and
(m) the location of the ship security alert system activation points;

and
(n) the procedures, instructions, and guidance on the use of the

ship security alert system, including testing, activation, deac
tivation, and resetting, and limiting false alerts; and

(o) the procedures for inspecting, testing, calibrating, and main
taining any security equipment on board the ship; and

(p) the frequency of inspecting, testing, calibrating, and maintain
ing any security equipment on board the ship; and

(q) the procedures for training, drills, and exercises associated
with the ship security plan; and

(r) the frequency of the training, drills, and exercises; and
(s) the procedures for auditing the ship’s security activities, and

the frequency of the audit; and
(t) the procedures for the periodic review of the ship security plan

and for updating it; and
(u) the frequency of the periodic review of the ship security plan;

and
(v) security measures for all security levels to—

(i) address each vulnerability identified in the ship security
assessment; and

(ii) secure any item listed in subclause (g), where that item
is authorised to be on the ship; and

(iii) control access to the ship including:
(A) access ladders; and
(B) access gangways; and
(C) access ramps; and
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(D) access doors, sidescuttles, windows, and ports;
and

(E) mooring lines and anchor chains; and
(F) cranes and hoisting gear; and

(w) the organisational structure of security for the ship.

Compare: Code, Part A ss 6.1, 9.4.1–9.4.18, Part B ss 9.1, 9.2.1, 9.9

Schedule 2 r 67

Matters to be included in port facility
security plan

The following matters must be included in a port facility security
plan:
(a) the name, and 24hour contact details, of the port facility se

curity officer; and
(b) the duties of port facility personnel assigned security responsi

bilities and of other port facility personnel on security aspects;
and

(c) the procedures for responding to any security instructions that
the chief executive may give at security level 3; and

(d) the procedures for interfacing with ship security activities; and
(e) the measures designed to prevent the unauthorised taking on

board a ship or into a port security area of—
(i) a firearm, or any other dangerous or offensive weapon

or instrument of any kind; or
(ii) any ammunition; or
(iii) an explosive, incendiary, biological, or chemical sub

stance or device, or any other injurious substance or
device of any kind, that could be used to endanger the
safety of the ship, persons on board the ship, the port
security area, or persons in the port security area; and

(f) the measures designed to prevent unauthorised access to the
port facility, to ships moored at the port facility, to restricted
areas of the port facility, and to areas of the port facility desig
nated as a port security area under section 45 of the Act; and

(g) the procedures for responding to security threats or breaches
of security, including a description of how critical operations
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of the port facility or shipport interface will be maintained;
and

(h) the evacuation procedures in case of security threats or
breaches of security; and

(i) the procedures for reporting security incidents; and
(j) the procedures for assessing the implications of security

threats or breaches of security under subclauses (g) and (h)
and of security incidents reported under subclause (i) for the
continued appropriateness of the relevant parts of the ship
security plan; and

(k) the procedures for responding if the ship security alert system
of a ship at the port facility is activated; and

(1) themeasures designed to ensure effective security of cargo and
the cargo handling equipment at the port facility; and

(m) the procedures for facilitating—
(i) shore leave for ship personnel or personnel changes;

and
(ii) access of visitors to the ship, including representatives

of seafarers’ welfare and labour organisations; and
(n) the procedures and measures by which an exclusion zone de

clared under section 59 of the Act is maintained; and
(o) the procedures for training, drills, and exercises associated

with the port facility security plan; and
(p) the frequency of the training, drills, and exercises referred to

in subclause (o); and
(q) the procedures for auditing the port facility security plan, and

the frequency of the audit; and
(r) the procedures for evaluating the initial implementation of the

port facility security plan to ensure the port facility security
plan is adequate; and

(s) the procedures for the periodic review of the port facility se
curity plan and for updating it; and

(t) the frequency of the periodic review of the port facility secur
ity plan; and

(u) the measures for ensuring the security of the information con
tained in the port facility security plan; and

(v) security measures for all security levels to—
(i) secure any item listed in subclause (e), where that item

is authorised to be in the port facility; and
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(ii) ensure that unaccompanied baggage does not contain
any item listed in subclause (e); and

(iii) control access to the port facility by requiring identifi
cation as set out in regulation 79; and

(iv) ensure that only people who are authorised to enter the
port facility may enter it.

Compare: Code, Part A ss 16.3.1–15

Diane Morcom,
Clerk of the Executive Council.

Issued under the authority of the Acts and Regulations Publication Act 1989.
Date of notification in Gazette: 3 June 2004.
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Notes

1 General
This is a reprint of the Maritime Security Regulations 2004.
The reprint incorporates all the amendments to the regulations
as at 1 August 2008, as specified in the list of amendments at
the end of these notes.
Relevant provisions of any amending enactments that have
yet to come into force or that contain relevant transitional or
savings provisions are also included, after the principal enact
ment, in chronological order.

2 Status of reprints
Under section 16D of the Acts and Regulations Publication
Act 1989, reprints are presumed to correctly state, as at the
date of the reprint, the law enacted by the principal enactment
and by the amendments to that enactment. This presumption
applies even though editorial changes authorised by section
17C of the Acts and Regulations Publication Act 1989 have
been made in the reprint.
This presumption may be rebutted by producing the official
volumes of statutes or statutory regulations in which the prin
cipal enactment and its amendments are contained.

3 How reprints are prepared
A number of editorial conventions are followed in the prep
aration of reprints. For example, the enacting words are not
included in Acts, and provisions that are repealed or revoked
are omitted. For a detailed list of the editorial conventions, see
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http://www.pco.parliament.govt.nz/legislation/reprints.shtml
or Part 8 of the Tables of Acts and Ordinances and Statutory
Regulations, and Deemed Regulations in Force.

4 Changes made under section 17C of the Acts and
Regulations Publication Act 1989
Section 17C of the Acts and Regulations Publication Act 1989
authorises the making of editorial changes in a reprint as set
out in sections 17D and 17E of that Act so that, to the extent
permitted, the format and style of the reprinted enactment is
consistent with current legislative drafting practice. Changes
that would alter the effect of the legislation are not permitted.
A new format of legislation was introduced on 1 January 2000.
Changes to legislative drafting style have also beenmade since
1997, and are ongoing. To the extent permitted by section
17C of the Acts and Regulations Publication Act 1989, all le
gislation reprinted after 1 January 2000 is in the new format
for legislation and reflects current drafting practice at the time
of the reprint.
In outline, the editorial changes made in reprints under the au
thority of section 17C of the Acts and Regulations Publication
Act 1989 are set out below, and they have been applied, where
relevant, in the preparation of this reprint:
• omission of unnecessary referential words (such as “of

this section” and “of this Act”)
• typeface and type size (Times Roman, generally in 11.5

point)
• layout of provisions, including:

• indentation
• position of section headings (eg, the number and

heading now appear above the section)
• format of definitions (eg, the defined term now appears

in bold type, without quotation marks)
• format of dates (eg, a date formerly expressed as “the

1st day of January 1999” is now expressed as “1 January
1999”)

• position of the date of assent (it now appears on the front
page of each Act)
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• punctuation (eg, colons are not used after definitions)
• Parts numbered with roman numerals are replaced with

arabic numerals, and all crossreferences are changed
accordingly

• case and appearance of letters and words, including:
• format of headings (eg, headings where each

word formerly appeared with an initial cap
ital letter followed by small capital letters are
amended so that the heading appears in bold,
with only the first word (and any proper nouns)
appearing with an initial capital letter)

• small capital letters in section and subsection ref
erences are now capital letters

• schedules are renumbered (eg, Schedule 1 replaces First
Schedule), and all crossreferences are changed accord
ingly

• running heads (the information that appears at the top
of each page)

• format of twocolumn schedules of consequential
amendments, and schedules of repeals (eg, they are
rearranged into alphabetical order, rather than chrono
logical).

5 List of amendments incorporated in this reprint
(most recent first)
Land Transport Management Amendment Act 2008 (2008 No 47): section
50(2)

12

Wellington, New Zealand:
Published under the authority of the New Zealand Government—2009
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